You can create a custom Al with Microsoft... soon

Microsoft is introducing a way for businesses to create custom Al agents in Copilot
Studio, which can automate tasks and save time. Unlike basic Al tools that respond
to direct commands, these Al agents can be set up to act automatically - doing
things like checking customer details or inventory when an email arrives.

Microsoft is rolling out ten ready-made agents in Dynamics 365, which can be
customized for tasks like sales and case management. These agents are designed
to be easy to set up without coding, making automation accessible for all
businesses.

Right now, this tool is only available in a public beta, but we expect to see a
rollout soon.

Microsoft is giving us more flexibility with Windows 11. Namely, with the Copilot
key. Now, with the latest updates (23H2 and 24H2), you can use the Copilot key to
open different apps in Microsoft 365, like Word, PowerPoint, and Excel

Of course, if your keyboard doesn’t have a Copilot key, this won't apply. Microsoft's
new Copilot+ PCs include this key by default. Previously, it just opened the Copilot
panel, but soon it will offer more options based on preference.
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Now PDFs are
being hijacked

Cyber criminals have
another new trick:
Hiding malicious QR codes
in PDF attachments.

Instead of putting them
directly in emails, scammers
slip these codes into PDF files
to bypass email security filters
and lure people into scanning
them on their phones (which
often have weaker security).

They'll pose as big brands and
send “urgent” emails about
invoices, deliveries, or
payments to push people
into opening the file and
scanning the code.

Be cautious and don’t scan
QR codes unless you're
certain they're genuine (like
ours!)

Scan the code & sign up to get our weekly Tek Tips and

Like What You See??

We hate that.

more great content like this straight to your inbox!

Don’t worry - we'll never sell your information or spam you.
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1. Bill Gates {-amouslg o\voppeo\ out of college, but which one?
9. What kind o} Yechnology powers the displays 0 lap‘\'ops?
7. What's the generic term for the mechanical; electrical and
electronic componen’fs ofa computer?
4. Without looking - what letter is between & and

computer keyboard?
5.GR codes were ivented back in 1994 for tracking what?
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The answers are below!
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When your team’s computers or internet start lagging, —
it's often a sign your hardware needs an upgrade. But -
with so many tech options, you may want some help 1 Dormain name registration used to be free
knowmg where to start. Allow us... Way back when %eople didn’t realize how
huge the internet would be, registering a
First, think about what your team needs. Office-based o o e e e aced - ared Tt vae hich!
teams might need powerful desktops, while mobile Prices were typically $100 for two years of
workers may benefit from lightweight laptops. Make registration.
sure the hardware can handle your daily tasks
comfortably - more complex tasks like graphic design 2

will need more powerful machines. Ergonomics matter
too, so consider comfortable screens, keyboards, and
portable designs if they're on the go.

Next, look beyond computers to your network setup,
like routers and switches. Even the best devices won't
work well if your network equipment is outdated.

l| December 1987, Microsoft released version

Investing in quality network gear, like routers with tll’{g xgmg\;vswl;xx;m;: farlg::u: :35\ beiﬂgs
strong Wi-Fi coverage and built-in security, keeps famous lawsuit against Microsoft for

everything connected smoothly. copyright infringement of the Macintosh
operating system.

To stay future-ready, pick hardware that can grow with

you. For example, choose computers with upgradeable

storage or memory and network equipment that can

handle more devices. Cloud solutions can also be a

flexible option, letting you expand storage or services as

you need them. INSPIRATIONAL QUOTE
: . , OF THE MONTH
Finally, focus on durability and security. Good hardware
should last and protect your business. “It's very difficult to design
) ) ) o ) . something for someone if you
When you're makmg big deC|S|Qns like this, it's a gqod have no empathy.”
idea to consult with experts - like us - who can guide
you on cost-effective options and can make sure your -Stewart Butterfield,
technology will meet today’s needs and tomorrow’s co-founder of Flickr and Slack.
growth.

If we can help you with that, get in touch.

1.Harvard

2.Either LCD (Liquid Crystal Display)
or OLED (Organic LED)

3.Hardware

4.W

5.Vehicles as they were assembled




570-316-0385 consultinnotek.com
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The number one threat to your business?

Ransomware.

$08280S

Imagine this: You're starting a
normal day, coffee in hand, ready
to tackle your to-do list. Suddenly,
a red screen flashes on your
computer, and a message pops up:
“Your files have been encrypted.
Pay up to get them back.”

That's ransomware, a cyber attack that's
fast becoming the number one threat to
businesses worldwide. It's become a top
choice for cyber criminals because it's
profitable, easy to deploy, and very
effective.

Cyber criminals get their ransomware
software onto a computer, often from
something as simple as a link in a phishing
email (that's an email pretending to be from
a trusted source). When clicked, it installs
software that gives them access.

They lock your files, making them
unreadable. The cyber criminals demand
payment, usually in cryptocurrency, and
promise to return access once they're paid.
Some even threaten to leak sensitive info if
you don't comply.

Rocketbook Reusable Digital Notebook

Taking notes on your laptop or even using Al is great, but
sometimes we just prefer good old pen and paper, right?

Well, the Rocketbook Reusable Digital Notebook combines
both modern tech and old-fashioned ways to allow you to
take notes by hand, transcribe them, and upload them to

your device.

Better yet, it's endlessly reusable. You simply wipe it over

and can start on your next set of notes.

$25.69 from Amazon.

$0sasis

It's scary and the consequences for any
business are huge. It's not just the loss of
data, it's expensive, time consuming, and
could break the trust you enjoy with your
customers and suppliers.

So, how do you keep your business safe?
The good news is that basic security
practices can go a long way. Start by
training your team not to click on suspicious
links or open unexpected attachments.
Regularly updating applications and security
software is also crucial, as it closes security
gaps cyber criminals might try to exploit.

Most importantly, create a reliable backup
system. Set up isolated, “cold” backups that
are disconnected from your main system.
So, if an attack hits, your data remains
untouched. Regularly test these backups to
make sure they work when you need them.
In a ransomware attack, being able to
restore your data from a safe backup can
save your business from costly downtime or
ransom demands.

Ransomware is serious, but a proactive
approach can make all the difference. With
the right prep, you can keep your business
running smoothly.

If you'd like help with that, get in
touch.

' a 24 W Main St, Suite 2 101 W Broad St, Suite 405
I ] I ]O e Bloomsburg, PA 17815 | Hazleton, PA 18201
‘

Q: Should | embrace Al
like Copilot?

A: Technology is
advancing and it's
important to keep up,
but if you're unsure, take
some expert advice and
guidance before you start.

Q: How do we switch to
passkeys?

A: These are replacements
for passwords. You'll need
to change your security
settings within individual
apps. but a little time now
is certainly worthwhile for
better security. If we can
help, getin touch.

Q: How can | make
sure employees aren’t
fooled by phishing

emails?

A: Invest in regular cyber
security awareness training
for everyone. This can be
interactive and doesn’t
have to be classroom-style
(or boring?).



https://www.amazon.com/Rocketbook-Reusable-Spiral-Notebook-Letter/dp/B07CZ8PQLX/ref=sr_1_1?crid=HI87F5TGCRR5&dib=eyJ2IjoiMSJ9.hDbJ_6oUMyWkfBcvtrsARqLR5sRJ8hgEX5Mo9B2UKmbVPS3uS0CrVmHjtTxVemOPJEdV7ybGCz5EXXlPiAN8n8-YP8NyoHyiUqKAgzly8MYa0IlBtb97_kS5RMUNmlZLctQ3T5jCVc_UpoxkXzwaUSQS6OHzJis9nPl2kwLj2VEcU2UGgjzYmbNrxSYEetCd-LlQHP78UPN1ZFDOQxNYFN4thaCASXrlCGCjKHQmR4kmhNgtvtKJU--OsuDu0gZjUMqGYQF3UM5oCO1SKGpRh4UTtQqbKmqVLv_Hk-XPUtE.bhqoIGaibdDtFXcZXybTTFy4OZ6entrHrr1AW4mXEeg&dib_tag=se&keywords=Rocketbook+Reusable+Digital+Notebook&qid=1730791503&sprefix=rocketbook+reusable+digital+notebook%2Caps%2C364&sr=8-1

